


“Think like a threat actor.”
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Why is the Hellcat Manual Valuable?
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Attack Case Study: PAN-OS
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Attack Case Study: Telecommunications Company
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KéyTakéaway flgk Se€unity Teamg: Open-Source Research is for
Exvénylomne Unrléding Threat Actors)

BCeKTRircR @it GegitHn B & M@ epmis @R M2@s, @k R @ ¢6n d@@esy 0@ MEIGIcus a2@i% (@Bl ;7@ <7
8/ddfobi@ PICER<qBs@EK@E B@ep@itiHarvR@rk HiEd R @8c46ng GhieC STER® Fddhrdldgy>@ @7 <GE F
ré@spurt@ORMBBoR @ P@edrcher 2diciipuB @ Bfe YoIn@ d6i & C g BdkIY IK@ve@Rg <BE K@M F EB@7G @4 |
Wembe bl @coriRd §) ke KQFSS) .« BSA/@ilGble 3fo Qi@ -ex@lGit@tidne 77 E*

ComafoaTrkid Y] SAR @ iviar B WERRIFIAS/ VWV ZP

FRE<iERK@WaRd @ odarswP@I8 EH@st @ MBCH@i@hrEd@tits BEEBlp With agiHia286r@s 7G@ 2@
bioR3iBle. Be@ i@ stEOAinMRE @IS ai@rd Wit EA@BTBIEN, Just TkE @it PB@Bas@ERI.M 7 @3;? E 27 2 v

Attaclk(CdseStudy: PAN-OS

@ TIvh & @G 2@dlks 2ielict FExpo@etitel@ 16 | BRI 6 5@ Fi@h the FORA sdd @ 6n@$@e@mat 6@ Ep@? C p
Texi@le-FT h@re GhEy @3 Gel@Dd o r@cie<iat MEIGRY BRI @ R@5HY B ERT GhiEQRFIGIHBG@1ex@5 4@ Ep@
fil& TBeCa@riaMd Ih@FH @i so RO T@IHGEHE ve FodotEcd @dchi®dn fo@any;Zofb@mn@s Bi@< MH E ?@8 7
QFEr@lc@Ve®@6. 277 v

Attack(Cds@ 8tydyt' Government Server

I RIEGARE) M 2IDIK & @ i piiféBe@ iyl dETHbM@io® |ithdlF, Ehey Ese FRKh@ 16 @2 p@5K7G EQ@7 @
el AN BEnHTEH-+h@ @FFGsRUENRY grd;v @nER@IE SekvaE. B CAiRdDa Th@thEFIER@T 6t @ice@{ 3 p@p
Bopl@efe 7@ Re8dR HHE) Gk @b| @03 R eRT G ooy ik brii® fo@ty d@eessEB@eed 3P @SEARiBe @?H Ep E
Tk @nEp@crce @ Lr@te Ze@Hd @ p@kh, 4Bey @FGnH@ TN bp@TR@3 <G ? v

5 flare.io



Key Takeaway for Security Teams: Automation Makes Attacks
More Lucrative
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Threat Exposure Management with Flare
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