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A Quick Sidebar on Genesis Market 
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Genesis Market is an illicit market that specializes in selling 
infected devices, and is hosted in Russia***. The market is set 
up for usability and includes a simple solution that allows even 
unsophisticated threat actors to download and mimic the 
browser fingerprint of a victim. Genesis includes the ability to 
sort devices by country, contact 24/7 customer support, and 
has extensive support documentation available. Genesis is a 
prime example of the increasing commodification of 
cybercrime, in which highly specialized threat actors each 
carry out individual, niche roles. 
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***In 2023, law enforcement seized and shutdown the public-facing clear web site for Genesis Market as well 

as their public-facing databases. However, research has been found that leads us to believe that this market is 

still fully operational on the dark web and likely within illicit Telegram channels associated with the market.
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